The audit trail: every sign-in, role change and setting edit, and how to export it
Export audit logs and role changes as evidence for a compliance review, and read what the trail holds — the Download action and its two-month and 50,000-row limits, the Action and Category filters over sixty-three actions across ninety-six categories, the field-by-field before and after on every change, the sign-in and permission actions by name, and the fixed 180-day window. Also why the trail itself is not on the API and cannot feed a SIEM, though booking and usage data can.
2026-09-21   ·   https://offision.com/help/en/directory/what-the-audit-trail-records/
The audit trail is the record of what administrators did in the management
console: every sign-in, every role and permission change, and every
setting edit across every module. One row per thing that happened, newest
first, with the person, the time, where they were, and — for a change — the
values before and after.
Two things have to be true before you can open it. The account needs permission
to manage settings, and it must not be scoped to a branch: Audit trails is
hidden for an administrator whose access is limited to one part of the estate,
so a campus administrator will not find the entry at all.
Where in Offision: admin app → system-account/audit-trail (Audit trails)
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Date, User, Details and Access from — one row per thing that happened, newest first.
Export it
The action menu at the top right of the list holds Reload and Download.
Download opens a dialog asking for a period and a file type — csv,
xls or xlsx — and builds the file on the server.
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The action menu, beside the search box.
One limit shapes how you use it:
1. 50,000 rows. Over that the export is refused with This export has too
many records. Please narrow the date range or filters and try again. The
period itself is not capped — ask for the whole retention window if you want
it, as long as the file stays under that count. Filtering first is what keeps
it there.
Filter before you download. Whatever the list is filtered to — the people,
the actions, the categories, the search text — goes into the file with it. An
auditor asking who was granted administrative access this quarter wants the two
permission actions and nothing else, not the whole console's activity.
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The download dialog: the period, and the file type.
The file carries eight columns — Date, User, Action, Category, Details, Before
change, After change, Access from. Action and Category are written as internal
names (GrantStaffPermission, UserSecurityProfile) rather than the translated
labels on the filter chips, which is how the Details cell names them on screen
too. A value then means the same thing whatever language the file was produced
in.
What one row holds
	Column
	What it holds

	Date
	When it happened, to the second, in your own time zone

	User
	Who did it. Blank (-) where Offision itself acted — a scheduled purge, an automatic clean-up

	Details
	What they did: the action, the category, the name of the thing, and the change itself

	Access from
	The city and country the address resolves to, with the IP beneath it. Hover for the full location



The change, field by field
The Details cell is the substance of the page, and it is not hidden behind an
expander — every row shows it. A change lists each property that moved, with the
previous value, an arrow, and the new one; where a list gained or lost entries
they are labelled Added: and Removed.
Where a property holds a nested object rather than a plain value — a resource's
floor, say, carrying its building — the whole object is printed as raw JSON
beside the arrow. That is the record as it was stored, not a rendering fault.
The two small icons on a change copy it, or download it as a JSON file. That is
the deepest form of the record — the complete before and after objects, past
what the columns summarise — and it is the right thing to attach when a single
change has to be evidenced on its own.
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A change, property by property, with Copy and Download beside it.
Narrow it before you export
1. Date — a range, on the column header.
1. User — one or several people, on the column header.
1. Action and Category — the two chips above the Details column. There
are sixty-three actions across ninety-six categories, so type into the
picker's own search rather than scrolling it.
1. Search — the magnifier in the header. It matches the details and the
before and after values, which is why searching a person's name also finds
them inside a change somebody else made to their account.
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The Action filter, above the details column.
Sign-ins, passwords and two-factor
Login, Login failed, Logout, Logout all, Force logout
session, Two-factor verification succeeded, Two-factor verification
failed, Enable two-factor, Disable two-factor, Enable
authenticator, Disable authenticator, Change password, Reset user
password, Reset password by email, and Open management console.
Open management console is the one people overlook. Signing in to Offision
and opening the admin console are separate events, so it is the action that
answers "who actually went into the console", as distinct from who used the
product.
Role and permission changes
Grant staff permission and Revoke staff permission name themselves, and
alongside them sit Activate user, Deactivate user and Edit user
security profile. Add, Edit, Delete and Restore on the categories that carry
an access decision are recorded too: User, User group, User security
profile, Organization units, External authentication settings, OAuth
application, Identity server client and Key vault.
This is where the before-and-after is worth most. A permission change records
both the old set and the new one, so the row says which rights were added and
which were taken away — not merely that somebody was edited.
It is kept for 180 days
Audit trail rows are removed 180 days after they are written. The window is
fixed: no setting anywhere moves it, and nothing recovers a row once it has
gone.
Plan around it rather than against it. A yearly review cannot be assembled from
the console after the fact, so download the trail on a schedule — quarterly sits
comfortably inside both the 180-day window and the row limit. Other records have
their own, different windows; see Your data: retention, export, deletion and
backup.
What the audit trail does not do
1. It records changes, not reading. Nobody's viewing of a page or a report
appears here.
1. Access cards are not in it. Issuing or deleting a card leaves no row — see
How access cards work.
1. Each module keeps its own log. Bookings, visits, access control, events,
attendance, services, tickets, parcels, counters and expense claims each have
a log page of their own, with its own export and its own retention. For those,
start at Trace what happened to a
booking and See who changed
what on an event.
1. Nothing here raises an alert. Offision does not flag an unusual sign-in,
mark a burst of failures, or email anyone about them. Reviewing the trail is
something you schedule.
1. There is no API and no live feed. The audit trail is readable in the
console and downloadable as a file; it is not on the REST API and there is no
log stream to subscribe to, so there is nothing to point a SIEM at. Scheduled
exports are the supported route — see Connect your own
systems. This is true of the
trail specifically: booking, usage and occupancy figures are on the API, via
the reporting
calls.
Offision's own information security management system is certified to ISO/IEC
27001, and Offision runs Offision internally — so this is a trail we read for
our own evidence as well as yours.
1963a5ff85bc4460323e7e64a94c2dd517eb83c8.png
edit > bookableResources > Presentation Kit

Floor Id 159
{"name"[{"item1":"en-US", "item2":"First
floor's],"shortName"null"order"4, "buildingld":1,"visitingl ocationPolicyld"
[1,"forVisiting"false,"organizationUnitid"1,"building"{"name"{"item 1""en-US""item2":"Staging
Document capture Office"}],"shortName"nul, "address"[""}"loggingName":"#1 Staging Document
capture Office", "geographicL ocation"{{"name"
[1."latitude"1.3024,"longitude":103.7857, "gMapPlaceld"null, "address":" "city" [} "state"
[1."postalCode"[],"countryName"],"cityNative"{], "stateNative [}, "countryNomeNative
[I}."visitingLocationPolicyld"{1],"businessHourld"{],"region":
['others"}"organizationUnitia":1,"for Visiting “true,reatedUserld"(1},"createdDate":"2026(0gy
04T05:23:03.3345607+00:00","modifiedUserld"[1],"modifiedDate""2026-09-

&




79350e3b8928c46a9b764234efbaa7c58230dc6b.png
4 Offision » Systemconfig > Audittrails

B . . q
«"  System config = | Audit trails Q Search
Monitor system activity with detailed audit logs.

< Collapse

DATE = UsER = DETAILS (4 A ACCESS FROM
@ systeminterface

Action x

B Email v oo

Q. Search | Top 30 results shown
16, Aug 7:10:08 PM -
@ Security setting

(O Activate user

Audit trails. O Add
edit > Linked Sensor 7e3d6a
Add floor plan
ol
16, Aug 7:10:08 PM - Modi 114544:00:00 > 2026-08-16T11:10:08.6354844+00:00
() Change password
o &
(O Change to bookable o
(O Change to fixed
Sl O Change type
| Singapore (Singapore)
16, Aug 7:10:08 PM ° Capture Mod () Checkin visitor badge 18301940000 > 2026-08-16T11:10:08.5584813+00:00
89.187.163.218
() Check out visitor badge S

)

Clear Done 30 1-30/465 >

i offision Qsearch | Pages Al Assistant User portal > °




39920df7c080df4831fcc8ae54e2069ec874811e.png
DATE = USER =

13, Sep 11:19:00 AM o Ivy Chan

12, Sep 9:02:04 PM o Ivy Chan

DETAILS ($ Acion v ) ( & Category + )

ACCESS FROM

openManagementConsole » settings

No changes

openManagementConsole » settings

No changes

openManagementConsole » settings

No changes

edit > bookableResources > Presentation Kit

Floor Id

159
{"name"[{"item1":"en-US", "item2":"First

floor's],"shortName"null"order"4, "buildingld":1,"visitingl ocationPolicyld"
[1,"forVisiting"false,"organizationUnitid"1,"building"{"name"{"item 1""en-US""item2":"Staging
Document capture Office"}],"shortName"nul, "address"[""}"loggingName":"#1 Staging Document
capture Office", "geographicL ocation"{{"name"

[1."latitude"1.3024,"longitude":103.7857, "gMapPlaceld"null, "address":" "city" [} "state"

1 MectalCode ™1 "rauntruName™1 TeitvNative 1 "ctataNative ™1 "rountroNameNafive™





08ac3757e2cd73373e3cc11bbb6bffb48eba8e84.png
Audit trails

Monitor system activity with detc

G Reload
DATE = USER = DETAILS (4 Action v | ( & Category v

& Download

updateLanguageSetting > settings




25b88e9fa6302785808334632fc2f00f573335fb.png
Audit trails

5] 1, Sep - 29, Sep
* Each report support at most 2 months data

Export file type Excel (xlsx) ~





